Announcing the National Security Cyber Assistance Program (NSCAP)
Call for Applications

The National Secuity Agercy (NSA) Information Asaurance Directorate (IAD) provides
cyber security assistance servicesto the avners and operators of National Secuity
Systems (NSS. Thegrowing sophsticaion and number of cyber attacks necesitatesan
equdly vigorousand rapid respons. In exploring avail able gpproaches, NSA/IAD
developed astrategy to leverage the expettise d cyber secuity indugry leaders. This
newly formed grategic initiative is called the National Secuity Cyber Asdgstance
Program (NSCAP).

NSCAP s mission is to identify and accredt companies qudified to providerapid, onsite
cyber asistance suppot to NSSowners and opeators. Cyber Inddent Respons
Asdgstarce CIRA) acaeditation, which addresses both intruson deedion and incidert
respong, is NSCAP s initial accreditation offering. CIRA accredtation was recertly
awardedto sevencommercial organizations as theresul of the pilot progam. The CIRA
accredtation application processrequires organizaionsto:

Congstently ddiver CIRA services usng repeatable procesesand procedures
Repre<ert that they provide ecific typesof incidern regorse asistanceservices
Provide ®pies of the procesesard proceduresused to celiver CIRA services
Asdggn highly skilled and qudified gaff to follow those processes and procedures
Maintain and improvethe qudity of delivered services through training
initiatives, continuousimprovement of analyticd capabiliti es, and usng lesons
leanedto refine the processesand procedures

Building on tis success NSA/IAD isannouneng the next call for NSCAP CIRA
acaeditation gplicaion packages. Applicaionswill beacceted beginning & 12 noon
EST on 6 August 2014. The application submittal period will remain open until 10
applications deemed acceptable for evaluation have been received. Organizations
will have the oppotunity to submit gpplication pakages during subsequent open call
periods which will occur on aperiodic basis.

Applicaion pakages should besubmitted in compliance with the NSCAP CIRA
Accreditation Insruction Manud, version 3.0which is availade for download at
http://www.nsa.gov/ia/programs/cybe assstance program/index.shtml.

Application packagesshould beemail ed to the NSCAP Program Offi ce at
NSCAP@nsa.gov.

Candidate organizationsare requested to:

e Complete theforms in Appendix C a the end ofthe manud induding the Applicaion
Content Checklist.
e Add supplemental content as needed.



e Mark dl submitted content separately with your organizaion’s name and the name of
the gplicaion cmponent, i.e. [Organizaion Name] & [Secion Nanme].

Applicaion pakagemay be sibmitted using mutiple emails if required. However,
attachments to asingle emal shoud be smdler than 10MB in size.

NSCAP Accredtation Terms and Conditions

1.
2.

3.

No

9.

Submitting an goplicaion doe not guarantee accreditation.

NSA/IAD does notchagefor any pation ofthe acreditation processnorwill it
provide funding to organizaionsto prepare or submit an goplicaion.

CIRA accredtation recaynizesanorganzaton's CIRA capaltiti esasa ptertial
berefit to mambers of the NSScommunity. Any subsequent relationship baween
an acaedited CIRA organizaion and a NSSowner or opeator is outside the
scopeof this acareditation and thhe NSCAP Office.

The issuance of an accreditation will not diredly result in the accredited company
or its staff recaving or qualif ying for aU.S. Government cleaanceor a U.S.
Government contract

NSA/IAD will acknowledge the receipt of eachapplication and will provide
organizdionswith peaiodic satus reports on the progressof ther application
througloutthe ewaluation proces.

Applications will bereviewedin the order receved.

Theintent of the Government is to evaluate, ata minimum, ten [10] applicaions
per cal.

NSA/IAD will notify organizaionsof any application package cantert that needs
to be cliifiedor requiresadditional information to beprovided. In such ases
the organizaionwill beprovided an oppotunity to provide the needced
clarificaion orinformation. Failure to provide the neecedinformation in
accadance with the agreed to schedule will result in the gpplication content being
scored asoriginally submitted.

Applicaion procesing will bemanageal and performed by Government staff with
(SETA/A-76) contracior suppot.

10. Any organization recaving CIRA accreditation will be required to submit all its

marketing materials tha indudethe Nationd Seaurity Agency, the Nationd
Seaurity Cyber Assstance Program, the Cyber Incddent Respons Asgstance
Accredtation, asociated acionyms, or other Agercy referencesto the NSCAP
Program Offi ce for prior written approval.

11.An omganizdion’s paticipation in any portion ofthe CIRA Accreditation process

congtitutesaccepance ¢ these terms and conditions and those contained within
Version 3.0 ofthe CIRA Accaeditation Ingruction Manud.

Questionsmay be emailed to the NSCAP Program Offi ceat NSCAP@nsa.gov.



